Secondary use of data—striking a balance 

Harry Comber, National Cancer Registry

Introduction

The secondary use of health data—its use for purposes other than those for which it was originally collected—requires us to strike a balance between the public interest and that of the individual data subject. While a well-developed system, the Office of the Data Protection Commissioner, exists in Ireland to protect the data subject, the interests of the wider public in the effective use of personal data are not officially recognised, are not the responsibility of any individual or organisation and there is at present no formal mechanism for balancing and deciding on the costs and benefits of using secondary data for health purposes. 
Sources and uses of health data
The need for, and value of, health data for many purposes is widely recognised. With minor exceptions, almost all of this data is originally acquired during the clinical care of the patient not for administrative or planning purposes, so, if the data are to be used for these secondary reasons, we must develop clear definitions of the circumstances in which this is allowable. 

Some of the current uses of health data are
· Identifying the causes of disease, the prevalence of risk factors and identifying populations at risk;
· Protecting public safety, especially with regard to infectious diseases, but also in relation to environmental hazards;
· Needs assessment, monitoring and evaluation of services, with a view to providing an optimum quality of health care

· Education of the public and health professionals in all of the areas above.

Secondary health data constitutes a significant resource in Ireland (Table 1) and it makes economic and ethical sense to use this data as much as possible to improve the effectiveness and efficiency of the health services.
Table 1.Some currently available sources of secondary health data

	Cancer registrations
	23,000

	Day cases*
	449,000

	VHI claims
	493,000

	Inpatient episodes*
	567,000

	Casualty attendances*
	1,211,000

	OPD visits*
	2,300,000

	GP consultations**
	15,000,000


Sources: 
*2003 data; Health Statistics 2005; **Estimate
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There is a current drive for quality improvement in our health services, with a recognition of the duty of each person with responsibility for delivering these services that they are delivered in the safest and most effective way. The use of data in quality improvement is a central part of the National Health Strategy and of the role of the new health Information and Quality Authority. Data for quality improvement is needed at all stages in the development of services:
· Initial data on the incidence and prevalent of health problems in the community, for needs assessment

· Baseline data on current services, processes of care and outcomes

· Monitoring of activity and effectiveness

To be useful, however, data must be of a minimum quality. It needs to be
· accurate
· reproducible
· complete
· timely 

· credible

Good decisions cannot be made on bad data, and data whose quality cannot be measured may be worse than no data at all. If personal data is to be collected, it is unethical to do it in such a way that the object of the exercise cannot be achieved. Therefore, to collect no data may be preferable to inaccurate or incomplete data, as, at least, no data subjects will be affected. Research or audit using personal data which cannot answer the question posed cannot lead to any real gains and so is, almost by definition, unethical.
The needs of the health system for information are constantly evolving and responding to new challenges; our future needs for data are impossible to anticipate. Data systems need, therefore, to be flexible and wide-ranging—this is the concept of “surveillance”. While we must monitor known areas of concern, we also need systems of vigilance for unforeseen problems. In particular, this means that data needs can never be fully anticipated in advance and that the data “net” may need to be thrown quite widely, even where there is no obvious benefit to doing so. A striking example of the occurrence of the unexpected and the need for vigilance can be seen in the initial failure to recognise HIV:
"The dominant feature of this first period was silence… During this period of silence, spread was unchecked by awareness or any preventive action and approximately 100,000-300,000 persons may have been infected.” Jonathan Mann 'AIDS: A worldwide pandemic. (1989)
Uses of personal data
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Many health information needs can be met, of course, without using personal or identifiable data. This use of data is relatively uncontroversial, although some advocates of the concept of ownership of data by the data subject would require the consent of the subject even for the use of non-identifiable information. In many cases, anonymised data is all that is needed, but there are a number of special purposes for which it is difficult to avoid the need for identifiable data. This data does not necessarily need to be identifiable in the sense that it can be related to a known, or potentially knowable, individual, but rather that multiple records can be recognised as pertaining to the same individual. The issue of what is, and is not, identifiable, and what exactly “can be identified” means is quite difficult and I will return to it.
[image: image6.png]Poland
Slovenia
Estonia
Slovakia
Wales
Scotland
England
Denmark
Italy
Europe
Iceland
Finland
Germman
Switzerlan
France
Spain
Norway
Sweden
Netherlands

5 year survival

60

70



The most obvious use of a personal identifier is to identify duplicate records. For instance, in cancer registration, each cancer gives rise to, on average, 2.4 hospital admissions. Within a single hospital, these multiple admissions can usually be merged by use of a medical record number without resort to personal details. However, many cancers are also treated in more than one hospital. In the absence of any personal or health service identifier, these episodes of care can be linked only by use of personal details such as name, address and date of birth. If this identifying information could not be used, the incidence of cancer would be over-estimated by at least  50% (Figure 2).

Figure 3. Lung cancer incidence and deprivation in Dublin
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Personal data must also be used to establish exactly where someone lives. Postcoding in other countries or the use of other area measures in Ireland may give sufficient information. Figure 4 shows the relationship of lung cancer risk and deprivation in Dublin. The incidence in each area was calculated by assigning each address to a ward of residence. This shows, not only the major impact of poverty on disease, but also exceptions to this rule, which merit closer study.
However a more precise knowledge of the spatial distribution of disease is often essential for disease control. This is clear for infectious disease, where location and contact tracing are central. One of the most famous epidemiological investigations, that of John Snow with into cholera in London, was based on mapping of each case of cholera around the Broad Street pump (Figure 5). [image: image9.emf]300

350

400

450

500

550

600

650

700

750

800

199419951996199719981999200020012002200320042005200620072008200920102011201220132014

female male

For non-infectious disease, too, location information can be important. Investigations of cancer clusters make up an important part of the work of the cancer registry and cannot be done without precise location of the home of each patient.
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Identifying information is also essential for following up patients, and measuring the eventual outcome of care. Outside clinical trial, this is usually done by linkage to data like death certificates. Cancer survival, calculated in this way, is the gold standard for comparing cancer control strategies over time and between countries.

Figure 6 shows the position in Britain in the mid 1980s, where cancer survival was poor relative to the rest of Europe. Although survival continued to improve in the UK throughout the 1980s and 1990o, it remained in the same low relative position. This finding had a major impact on public opinion in England and Wales and led to the NHS Cancer Plan of 2000.

Identifiable data is essential for case-control studies, one of the most powerful methods for studying the cause of disease. These studies begin with identified patient with a condition, and compare these to otherwise similar healthy individuals. For instance, a recent study combining 13 European case-control studies has given a very accurate estimate of the health risk attributable to radon in the home (Figure 7). 

Alternatives to personal data

However, against these undoubted benefits must be set the possibility of negative effects on the individual whose data is being used and, of course, the requirements of data protection law. At present no framework exists in Ireland for deciding on the balance between the individual and public interest in data use and so the emphasis is currently on minimising the use of personal data. A number of methods are available for this, but all are based on data anonymisation.
Anonymisation

Complete anonymisation results in data which is impossible to link to any known individual. This requires not only the removal of all possible identifiers, but also in ensuring that any other data or combination of data, could identify an individual. However, as mentioned above, it uis not entirely clear what “identified” means. Dictionary definitions use either philosophical definition of identity “the fact of being who or what a person or thing is; the characteristics determining this”; or an operational “establish the identity of; recognize or select by analysis; establish or indicate who or what (someone or something) is”. The issue is complicated by the initial meaning of identify as being “to establish that something is unique”. Can someone be “identified” by a person who does not know them and who cannot relate the facts in their possession with an actual known individual. This is not just a theoretical question, but has direct relevance to the methods and impact of anonymisation—is someone identified, for instance, by a house address, by grid coordinates, by certain combinations of personal characteristics other than name, address, date of birth? To whom should they be identifiable? The Office of National Statistics in the UK has taken the view that if an individual can recognise him or herself in any presentation of data, then this is identifiable. It seems that the intent of the data protection law is to protect individuals from the consequences of having their data held and processed, so a minimum should be that the data held would impact in some way, however minor, on the life of the data subject, and that this is the essence of “identifiable”.
Ensuring that any combination of data cannot identify an individual is a particular problem when data is sparse; for instance an individual might be identified by age in a small population or by an unusual occupation. Where data subcategories contain individuals, or very small numbers, data at this level may be suppressed (and consequently any totals which might allow them to be calculated) or small random numbers of cases may be added to each cell (Table 2). 
	Table 2. Number of cancers by age and year

	year
	60-64
	65-69
	70-74
	75-79
	80-84
	>85
	60+

	1994
	1
	0
	0
	0
	1
	0
	2

	1995
	2
	1
	0
	1
	0
	0
	4

	1996
	0
	1
	0
	0
	1
	0
	2

	1997
	0
	1
	1
	0
	1
	0
	3

	1998
	0
	0
	0
	1
	0
	0
	1

	1999
	3
	1
	0
	0
	1
	1
	6

	2000
	3
	1
	1
	0
	0
	0
	5

	2001
	2
	1
	0
	0
	0
	0
	3

	2002
	0
	1
	1
	0
	0
	0
	2

	2003
	2
	1
	0
	0
	0
	0
	3

	2004
	1
	1
	0
	1
	0
	0
	3

	2005
	0
	1
	3
	0
	0
	0
	4

	2006
	0
	0
	0
	1
	0
	0
	1

	All years
	14
	10
	6
	4
	4
	1
	39


Some data, for instance a house number, may identify a number of individuals rather than one person, but this would generally not be considered to be anonymous. Anonymity may be preserved, while keeping some spatial relationship between cases, by changing the grid coordinates of addresses by either a random, or fixed but unknown, amount. It is not always clear in these situations if anonymisation has been completely achieved, and the price of the efforts at anonymisation may be serious degradation of the data. This again raises the question about the ethics of using personal data if no real benefit will accrue.
Encryption
Where data matching is required, this may be achieved encrypting identification data such as name, address and date of birth. One-way encryption cannot be reversed, making it impossible to verify the accuracy of the matches; two-way encryption may be reversed, but requires a trusted third party to hold the encryption key and the decrypted identifiers. While encryption of identification numbers is an exact process, encrypt[tion of names can give very different results based on minor differences in spelling, and so it allows in practice only for exact matching. Most large scale data matching uses probabilistic matching, which requires manual review to decide on borderline matches. This cannot be done without reference to identifying data. Partial anonymisation can sometimes be useful (e.g. the use of initials and date of birth) where the dataset to be matched are relatively small.

Consent
If personal identifying information is required at present the only alternative in Ireland is use of name, address and date of birth, or at least some subset of these which can uniquely identify someone. Use of this information, under the Data Protection Acts requires (except in a small number of exempt cases) the consent of the data subject. In some situations this is easy to obtain, but in general the secondary use of data happens long after the individual has last had contact with the individual or institution holding the data, and consent may be difficult to obtain. For small numbers, consent may be obtained by postal or telephone contact with the data subjects, but for databases like those described at the beginning of this talk, this is not practical. General consent for data release could, in theory, be obtained in advance from data subjects, but the timing and administration of this is difficult—should it be obtained at the first contact with the health services, at regular intervals, at the first contact with any person or organisation, at each contact? How is contact or refusal to be communicated throughout the system? If the person’s circumstances change (e.g. the diagnosis of a disease), should consent be sought for this specific item; if so, for which diagnoses or procedures should this happen? A blanket consent would hardly meet criteria for being “informed”; the future uses of the data are likely to be unknown, and so specific consent to each possible use would be impractical; finally, the data subject may not be aware that he or she is suffering from a particular condition.
The process of obtaining consent, either prospective or retrospective, can give rise to a number of serious problems with data quality, chief among which is the issue of data completeness. Not everyone gives consent, either because they decline or (more often) the request for consent is not made, or does not reach the patient. Bias may also be introduced into the data due to the requirement for consent. Seriously ill and elderly patients are less likely to be asked for consent. If consent is sought at the point of entry into the health system, then the extent of incompleteness is impossible to measure, making even some type of correction to the data impossible. When consent was sought in advance in Germany some years ago as a requirement for cancer registration in some regions, the percentage of patients asked for consent was only a few percent of the total, although very few of those asked refused. Retrospective consent runs into the problems of poor response rates, response bias, patients having the wrong address, moving, not being aware of their diagnosis and so on.
This incompleteness and bias inherent in a requirement for consent may lead to serious error in calculating rates of incidence and could even reverse apparent trends in incidence and mortality. Figure 8 shows actual and predicted cancer trends in Ireland, and on the right the trends which would have been observed had cancer registration decreased in completeness by only 2% a year from 1999.  Although 2% is a very small fall in registration completeness, it has a major effect on the perception of trends. Chronic disease epidemiology differs greatly for infectious disease epidemiology in that changes in disease incidence are small and gradual; epidemics do not occur. The conclusions are therefore very vulnerable to small changes in data completeness and accuracy. Similar conclusions can be drawn with regard to survival. Figure 9 shows the relative position of England and Scotland in European cancer survival; the right-hand graph shows the situation if 10% of the cancer deaths had not been matched with the correct cancer cases, because of errors in identification or incomplete identification of individuals. This problem of “loss to follow-up” is thought to be in some part responsible for apparent differences in survival between countries.
	Figure 8. Cancer incidence trends, Ireland

	100% registration
	2% of cases lost to registration from 1999 onward
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	Figure 9. Cancer survival in Europe, 1989-91

	100% followup in England and Scotland
	10% of deaths not matched in England & Scotland

	
	


It would be preferable to have much less restriction on data acquisition, but to emphasise the rights of data subjects to examine their data, correct it or have it erased. This would allow a quantification of the degree of incompleteness and bias and make the data much more useful. 

Clearly, a universal requirement for consent to the use of personal health data is inconsistent with the most effective use of this data. At the same time, there is little evidence for any significant public concern about the use of health data for research or statistical purposes, or of any disadvantage accruing to data subjects. We need to move the debate from the generally desirable, but unquantifiable, benefits of protecting abstract rights to the protection of the individual from any loss of damage which may arise from the misuse of data. This is, in general, the public view. A survey in the UK (Barrett et al, BMJ 2006) asked “If you had cancer and your name and address was included automatically in the National Cancer Registry, to be held confidentially and under strict security, do you think this would be an invasion of your privacy.” 80% of respondents answered “no” to this question. A survey by the UK National Consumer Council concluded, on the basis of wide public consultation, that:

“People generally trust doctors and civil servants with information. Objections to computerisation and wider access to medical or other government records largely relate to possible misuses of the systems rather than the systems themselves.”

In the end, it’s down to people’s sense of what’s right and what’s wrong to disclose, isn’t it? You’re going to have people trusted with information, and it’s just up to them whether they keep it to themselves.” Focus group participant; Consumer Privacy in the Information Age. National Consumer Council (UK), 1999

Consent is not, in any case, a guarantee against the misuse of data, or against its use to the disadvantage of the data subject. The Data Protection Act and the EU Directive both consider individual consent to be both necessary and sufficient for the use of data. However, consent may not always be freely given and may be an inadequate protection for those who are economically or otherwise vulnerable. Individuals regularly consent to the disclosure of health information which is contrary to their interest for reasons, for instance, of obtaining employment, life insurance or a mortgage. Additional safeguards are needed to protect data subjects against the consequences of having their data processed, even when consent is given. It is unacceptable that individuals will decline diagnostic tests at present because of fear that they may be forced to divulge information to, for instance, an insurance company later.
The requirement for anonymity or consent for the processing of sensitive personal data clearly arises from a wish to protect the individual from any data processing which could have adverse consequences for him or her. The basic aim of any policy on the secondary use of health data must, therefore, be to protect the individual against misuse by controlling the uses of data and imposing penalties for use of the data to the disadvantage of the data subject.

However, the current position on data use is generally expressed in the language of “rights”, rather than the avoidance of harm, in the broadest sense, to the data subject. This view contends that an individual has an absolute right to data privacy and that data controllers should respect this privacy, whether or not there are any tangible consequences for the data subject. Both the EU Directive and the Data Protection acts, however, list many situations in which this right may be over-ridden, but this is a very black and white situation, with no provision for any case-by-case balancing of benefits against costs. Some data uses are allowed, some not allowed, with no possibility for compromise. If we are to use health data and use it to the maximum benefit of our population, we need to move beyond a rights-based approach to data protection and focus on the avoidance of harm to the individual. Each potential use of data should be scrutinised for its consequences for the data subject, but also its benefit to society. That the use of data for many purposes is in the public good, and should be permitted in the absence of consent, has been recognised both by the EU Directive and by the Health (Provision of Information) Act. Having accepted the principle that the requirement for consent is not absolute, but should be balanced against other values and goods, we need to devise a framework which will maximise the benefit to both the public and the individual data protection. Specific legislation (the Health (Provision of Information) Act has already been passed to exempt the National Cancer Registry from the provision of the Data Protection Acts, as far as information gathering is concerned. Statutory disease notification could be extended to a wider range of conditions. However, there would be no logic to a series of unconnected acts governing data access by other bodies, and none of these Acts contain provisions for taking the rights of the data subject into consideration.
The current framework is based, in theory, on an adversarial relationship between the Data Protection Commissioner and data processors (although this does not always hold in practice). A more consensual approach, balancing public against private good and based on shared and agreed values, would be more constructive.
The legal framework for this should be the sections of the EU Directive allowing exceptions to the general prohibition on “the processing of data concerning health or sex life.” (8.1) and their equivalents in Irish Law. These are 
“1. the purposes of preventive medicine, 

2. medical diagnosis, 

3. the provision of care or treatment or the management of health-care services, 

where those data are processed by a health professional subject under national law or rules established by national competent bodies to the obligation of professional secrecy” 
Furthermore, the State has the option of allowing for other exceptions, subject to the establishment of appropriate procedures. 
“Subject to the provision of suitable safeguards, Member States may, for reasons of substantial public interest, lay down exemptions … either by national law or by decision of the supervisory authority.”

This provision for safeguards clearly allows the second step, which should be the establishment of an independent authority, not only to protect the individual against misuse of data, but also encourage the appropriate use of data to improve the health of the nation. Value judgements will need to be made about how the balance is to be struck, through a well-characterised and transparent process. This might be viewed as an extension of the duties of the Data Protection Commissioner, or the remit of the Health Information and Quality Authority, which has been charged with establishing an information governance framework for the health service. HIQA will need the legal powers to acquire information vital to safety and quality in the health services, and will as a consequence, need a framework to make ethical judgements about the rights of the individual and those of the health services. 

I think we are agreed on the fundamental values inherent in dealing with personal health data, but have become trapped in two irreconcilable approaches to this. I hope that today’s meeting will be a significant step to finding a solution that gives the best result for the Irish public.[image: image1.png]
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Figure 6. Cancer survival in Europe, 1983-85








Figure � SEQ Figure \* ARABIC �1�. The plan-do-study-act cycle and the use of health data





Figure � SEQ Figure \* ARABIC �2�. Effect of de-duplication on cancer numbers





Figure 7. Radon concentration and lung cancer risk





Figure � SEQ Figure \* ARABIC �4�. Cholera cases in London (after John Snow)
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